As-Is Conficker C Virus upgrading Conficker B Hosts
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As-Is Overview of Conficker C Virus
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Once installed, the DLL spawns a remote thread, which it attaches to
the netsvcs.exe or svchost.exe process, depending on the OS
version.

The core elements of Conficker C are incorporated into two
threads: a P2P communication thread, and the domain generation
and Internet rendezvous point thread.
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L Core two Functions of ConfickerVirus — (Setup P2P) & (Internet Rendezvous Logic) 4
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Security Product Disablement

Figure 5
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