
As-Is Conficker C Virus upgrading Conficker B Hosts 
Figure 1

Looks for already infected 

servers with Conficker B 

viruse installed

Is Conficker B Virus 

already Installed?

Is this machine infected with C-specific 

mutexes, which would indicate this machine 

has already been upgraded. If found, the 

dropper exits 

Loads the Dropper Application DLL 

file into the user's temp directory using a 

temporary file name

Invokes the dropped DLL using rundll32.exe, 

which spawns Conficker C

Yes, Conficker B

Installed
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after upgrading the system

To Conficker C Virus
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Core two Functions of ConfickerVirus – (Setup P2P) & (Internet Rendezvous Logic)

Beginning of 
Infection 
Process

As-Is Overview of Conficker C Virus
 Figure 2

Mutex
Check

If Found?

Found 
Or Failed 

Exit

DNS patch 

Netapi32.dll patch
Spawn Thread Kills 
Restore points so 

server Cannot 
restore or rollback to 

earlier OS version

Checks If and 
What type of Security

Product Installed - 
Terminators

Install DLL Cloak 
Reg/File Mods
DLL Size Check

No 
Security

Spawn Thread
Terminates Security 

Processes
Sleeps for 1 Sec

Yes

If Mismatch or
Validation failed on the 

server conficker will 
abort

Yes - Validation Failed end upload

Spawn Conficker as
remote thread Netsvc/Svchost

Once installed, the DLL spawns a remote thread, which it attaches to 

the netsvcs.exe or svchost.exe process, depending on the OS 
version.

The core elements of Conficker C are incorporated into two 
threads:  a P2P communication thread, and the domain generation 

and Internet rendezvous point thread.

No – Load Virus

Setup Anti-
Debug
Logic

HTTP Date Check - It sets the DLL's date to the same 

date as the local  kernel32.dll, and sets NT File System 
(NTFS) file permissions on its stored file image to 
prevent write and delete privileges.

Other Logic
to prevent being found 

and Setting up 
Encryption

Sets up Logic

for Peer to Peer 
Protocol

If digitally signed Win32 
binaries

P2P Win32 Exe
Download Digtial Sign

Validation

Internet 
Rendezvous Logic
If Date >= 1 April

Domain Generation
Algorithm (DGA)  (50K names)

Select and Query 500 Random 
Domains

If Binary
Two  Core functions

If Binary Yes Binary

Goes  into a 
Random Sleep

Periods

Yes Binary

No Binary -
Sleeps 

24 Hours

If not Sleeps for 
24 hours and 

tries again



To-Be Domain Generation Algorithm (DGA) – Conficker C Virus                                                    Figure 3
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Domain
Name

Algorithm
Internet 

Rendezvous 
Logic

Get time from 
popular web sites

Generates a list of 50,000 generic IP 
Domain IP Addresses
Example: 127.0.0.1 (localhost) or other 
trivial address

Is this IP address 
part of the Blacklist

If on the 
BlackList Or 
Errors Out.

Sleeps 24 Hours 
and tries 

again

If passes 
Conficker C 

uses a 4-step 
filtering test

1.It was associated 
with a query that returned more than one IP address 

2.It is 127.0.0.1 (localhost) or other trivial address

3. It matches an address with an internal 
blacklist

4. Another DNS query had 
previously returned the identical IP.  

 Note, if an organization chooses to register and 
resolve multiple Conficker C domains to a single IP 

address, C-infected machines will not contact that IP 
more than one time

Call to the 
HttpQueryInfo API, If it succeeds in connecting to 

an authentic Conficker rendezvous point 

Immediately sends a 
digitally signed Win32 
executable for the client 
to execute.   

Internal Check: 
300-second timeout interval on the downloaded 

session.    If the binary takes more time than this to 
download, the session is terminated.  

Starts DGA process 
all over again

No

No

No

No

Yes Connected

Yes

Yes

Yes

Yes

No



To-Be Main Peer-to-Peer Network Setup – Conficker C Virus                                                                             Figure 4
T

em
p

F
o

ld
er

P
2
P

 

N
et

w
o

rk

D
o

m
ai

n
 &

R
eg

is
tr

y 
P

at
h

 L
o

o
ku

p
IP

 B
la

ck
Li

st
in

g
P

o
rt

 8
0
/T

C
P

S
et

ti
n

g
s

A
ct

in
g

 a
s

S
er

v
er

/C
li

en
t

T
C

P
 S

er
v

er
/C

li
en

t 
T

h
re

ad
s

In
fe

ct

A
n

o
th

er

S
er

v
er

Figure 4

The main P2P thread spawns
 five threads

P2P Start
Upon entry to the 
P2P main thread, 

Conficker 

C will try and 
dynamically computes an in-memory 

import table, which contains the list of 
obfuscated 

APIs

No – Try Again

C next sets various registry 
entries and creates a 

dedicated working directory 
for use by the P2P service.

C creates a directory in the 
Windows (OS dependent) 

standard default temporary 
file directory.

Used for storing code

C incorporates a set of embedded domain 
names, It performs DNS lookups of this subset 

list, and it  filters each returned IP address 
against the same list of blacklisted IP address

Next  creates a registry 
entry that corresponds to C's scratch 

directory:
HKLM\Software\Microsoft

folder 

If not successful
Try again

Is IP address 
on The BlackList

If the IP does not match the blacklist, C connects to the 
site's port 80/TCP, and sends an empty URL GET header 

This incorporates a date and time stamp to set its 
internal system time.  

Not on BlackList

Conficker C Peers can act simultaneously as 
both P2P clients and servers.  To enable this 

interaction, C opens 2 UDP server (listen) ports 
and two TCP server (listen) ports.   

Send Payload Thread
C is spread through a set of 

threads to support its scanning for 
peers as well as the reception of 

digitally signed payloads.

UDP Client Scanning Thread

TCP Server Thread

UDP Server Thread

TCP Client Thread

Check IP

Wait
Sleep

Receive and Validate
Payload Thread

IF IP Not On List

The first thread sets the system 

time using a call to 

InternetTimeToSystemTime 

based on a connection

Two additional threads listen 

on TCP ports and serve as a 

mechanism for distributing the 

payload to other Conficker 

peers. 

Finally, two additional threads 

coordinate outbound 

UDP  scanning for Conficker 

peers.

Setting Date/Time. Stamps - Distributing the 
Virus to other systems, and coordinates with 

other infected servers

Yes
On 

BlackList



Weak

Windows 

Security- 

Let’s Virus

Terminate 
Anti-Virus
Programs 

Disables Windows Defender

And related Services 

Disables Windows Error Reporting Service

Deletes all Restore Points

NTFS File Permissions 

Security Product Disablement

Figure 5 

Delete all Temp Files and Folders 

Relating to Backups within Windows

Prevents Write and Delete Privileges on 

Hard-Drive

Cannot Update Windows Virus 

Program

Stops Windows from Reporting

On Errors within Operating System
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